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UCEA response to the Government consultation on measures to prevent 
misuse of confidentiality clauses in situations of workplace harassment 
or discrimination 

 

 

Introduction 

This is the response from the Universities and Colleges Employers Association (UCEA) to 
the Government consultation on measures to prevent misuse of confidentiality clauses in 
situations of workplace harassment or discrimination. The response is based on views 
provided by 29 of our member higher education (HE) employers.  
 
UCEA represents the views of higher education institutions (HEIs) across the UK in their 
capacity as employers. UCEA is a membership body funded by subscriptions from 163 HEIs 
in the UK, in addition to eight sector associate members. Our purpose is to support our 
member HE employers in delivering excellent and world-leading higher education and 
research by representing their interests as employers and facilitating their work in delivering 
effective employment and workforce strategies. 
 
HEIs are independent employers and determine their own employment policies, often in 
consultation with recognised trade unions; therefore, there is a variety of HR practices in 
place in the sector. Whilst HEIs are not public sector employers they are subject to the public 
sector equality duty.  
 
Consultation questions   
 
1. Do you have any examples of confidentiality clauses, in employment contracts or 
settlement agreements, that have sought to cloud a worker’s right to make a 
protected disclosure, or overstretch the extent to which information is confidential? If 
so, please describe these. 

The consultation document recognises the usefulness and validity of confidentiality clauses 
in the employment context. It is important to distinguish between settlement agreements and 
the confidential clauses they may contain. Settlement agreements are widely used in the HE 
sector, often where employees are leaving under voluntary redundancy or voluntary 
severance terms. They are also used where there has been a breakdown in working 
relationships. Settlement agreements in use by the sector often contain clauses relating to 
confidentiality whereby the parties agree to keep the agreement itself confidential and not 
disclose its details to third parties (usually with limited exceptions such as close family 
members and professional advisers, or an exception that makes it clear that the parties can 
disclose details where they are required to do so by law). Respondent HEIs use standard 
confidentiality clauses, usually as part of a template settlement agreement drafted by 
employment lawyers.  It is the view of respondent HEIs that the purpose of confidentiality 
clauses in these circumstances is to protect both the employer and employee after a dispute 
is settled and enable there to be a clean break from which all parties can move forward 
without aspects of the case being relayed to a wider audience. Settlement agreements 
usually involve some sort of payment to the employee in return for them agreeing to waive 
their rights to pursue legal claims against the employer and are of mutual benefit. One 
respondent HEI noted that settlement agreements have been actively encouraged by the 
Government as a means of settling employment disputes through the introduction of Section 
111A of the Employment Rights Act 1996 (ERA) and the development of the Acas Code of 
Practice and the Acas guide on settlement agreements. Another respondent HEI 

http://www.acas.org.uk/index.aspx?articleid=4395
http://www.acas.org.uk/index.aspx?articleid=4395
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commented that settlement agreements are a means for employers to manage the potential 
outlay involved in defending claims at Employment Tribunal but are not an admission of guilt. 

The confidentiality clauses used by respondents HEIs in standard settlement agreements 
recognise the right to make protected whistleblowing disclosures. One HEI commented that 
without a confidentiality clause, employers may be less likely to consider settlement and 
another commented that whilst they did use confidentiality clauses, they did not believe that 
these were excessive or misleading in terms of individual rights and were not beyond the 
boundary of ‘reasonableness’. 

Confidentiality clauses are used less frequently in employment contracts in HE. Where 
respondent HEIs have confidentiality clauses in employment contracts these are drafted to 
protect confidential information relating to the institution, for example, trade secrets, and are 
proportionate to the legitimate interests of the institution without prejudicing a worker’s rights. 
The clauses also make exception for information in the public domain through legitimate or 
authorised means or which may be disclosed by law as a protected disclosure or 
whistleblowing under Section 43A of the ERA. 

Respondent HEIs did not provide examples of confidentiality clauses that seek to cloud a 
worker’s right to make a protected disclosure or overstretch the extent to which information 
is confidential and were keen to emphasise that such clauses are not used in the HE sector. 

2.  In your view, should all disclosures to the police be clearly excluded from 
confidentiality clauses? Why? What would be the positive and negative 
consequences of this, if any? 

The majority of respondent HEIs (92%) considered that disclosures to the police should be 
excluded from confidentiality clauses with the important caveat that such disclosures should 
concern a criminal issue. One respondent HEI, for example, reported that it had recently 
updated its template settlement agreement to explicitly state that nothing would prevent an 
employee or former employee from reporting a criminal offence to any law enforcement 
agency.  

Respondent HEIs made several comments and suggestions, which are summarised below: 

• Widen the list of ‘prescribed persons’ under the Public Interest Disclosure Act 1998 
(PIDA) whistleblowing legislation to include the police, therefore, employees would 
be able to disclose to the police in matters of public interest concerning criminal 
offences example. 

• Widen the PIDA regime to include former workers.  

• Develop clear guidance on what information can be disclosed to the police. 

Positive consequences included:  

• Increased trust – if the matter is serious enough to warrant police involvement there 
should be no attempt to prevent disclosure. 

• It would prevent employers from covering up potentially serious issues of harassment 
and discrimination although the consultation paper does acknowledge that employers 
do take their responsibilities to workers seriously. 

• There is a moral obligation to share information about a potentially illegal act and 
preventing disclosure should not be part of the HE’s sector’s values. 

Negative consequences included: 

• An employee may erroneously believe that an alleged act or failure on the part of an 
employer is a criminal act and therefore a police matter when it is not. This may 
result in allegations being made in the wider public domain or on social media 
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because the employee has disclosed to the police and is relying on that exemption 
but in fact there is an obligation of confidentiality. 

• It could encourage former employees to go to the police with complaints that would 
not normally be a police matter and that have already been dealt with by the 
employer. 

• Staff members may have concerns about breaches of confidentiality therefore there 
is a need for clear guidance.  

3. Should disclosures to any other people or organisations be excluded? 

Respondent HEIs expressed a range of views as to whether disclosures to other people or 
organisations should be excluded from confidentiality clauses with some considering that 
disclosures to other bodies or people should be excluded and others of the view that this is 
not necessary or appropriate.  

Respondents HEIs pointed out that under the existing whistleblowing PIDA regime a wide 
group of ‘prescribed persons’ are already effectively excluded from confidentiality clauses. 
Prescribed persons include HMRC, Health and Safety Executive (HSE), NHS England, the 
Charity Commission, the Secretary of State for Health and the General Medical Council. 
Personal injury claims which the employee was unaware of at the date of the settlement 
agreement are also excluded from confidentiality clauses as is the ability to seek legal 
advice and to share the information with a spouse/partner. 

Suggestions from respondent HEIs for other people or organisations to whom disclosures 
should potentially be excluded include: 

• Immediate family 

• Medical professionals/practitioners 

• Statutory and regulatory bodies such as the HSE, HMRC, the Financial Conduct 
Authority (FCA), the Equality and Human Rights Commission (EHRC).  

• The trade union representative(s) involved in the case and/or in drawing up the 
settlement agreement.  

Comments from respondent HEIs that did not wish to see other people or organisations 
excluded are summarised below: 

• Other people or organisations should not be expressly excluded as it will depend on 
the circumstances of each case, for example, it may be appropriate in some cases to 
exclude disclosure to insurers or professional advisers such as financial advisers 
provided such disclosures are made in confidence. 

• Extending permitted disclosures to too many people or organisations could 
undermine the effectiveness of settlement agreement which the consultation 
document acknowledges as having a valid purpose. It would be inappropriate to use 
public funds for a termination/settlement payment only for it to be possible for a 
former employee to raise further claims with other parties as well as potentially 
breaching confidentiality. 

• Several HEIs commented that if certain disclosures are to be exempted there should 
be clear guidance on what may be disclosed rather than a general exemption from 
maintaining confidentiality i.e. disclosure should be on a ‘need to know’ basis.   

• The purpose of the disclosure should balance the interests of the employee with 
those of the organisation. 

• An expanded list of exclusions without a clear purpose for each would render the 
confidentiality provisions meaningless. 

4. Are there any other limitations you think should be placed on confidentiality 
clauses, in employment contracts or settlement agreements? 

https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies
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The majority of HEI respondents (93%) did not consider that there are any other limitations 
that should be placed on confidentiality clauses. 

Comments from respondent HEIs on this question are summarised below: 

• Other limitations will not be necessary if the confidentiality clauses cover the 
circumstances of the employee’s employment but do not prevent her/him from 
making a protected disclosure. 

• Limitations are only necessary for protected or criminal matters. 

• Confidentiality clauses as they apply to the employment relationship already have 
limitations, but these are not well known. Rather than develop new legislation, which 
adds to the existing limitations a better solution would be to clarify the current 
limitations of confidentiality clauses in plain language.  

• The focus on confidentiality clauses is too narrow and is unlikely to address the 
underlying problem of sexual harassment in the workplace – it is expressly outlawed 
by legislation yet continues to occur. 

5. Do you agree that all confidentiality clauses in settlement agreements, and all 
written statements of employment, should be required to clearly highlight the 
disclosures that confidentiality clauses do not prohibit? 

The majority of respondent HEIs (92%) agreed that the limits of confidentiality clauses 
should be clear to individuals with some suggestions and caveats as summarised below: 

• A number of respondent HEIs disagreed that the limits of confidentiality agreements 
should be made explicit in employment contracts or employment particulars with one 
HEI commenting that sufficient information should be available in separate policies 
and another that any such requirement should not apply retrospectively as it would 
be unduly onerous and complex to issue new contracts of employment to all staff. 

• Review S53 ERA to ensure that the legal definition of a permitted disclosure is 
relevant and up to date. 

• It would be good practice but should not be a legal requirement because some such 
disclosures will not be relevant or appropriate and the more prescriptive the law the 
more likely that the clause and potentially the entire agreement will be rendered void 
resulting in extra time and cost to remedy this as well as the potential disclosure of 
confidential information. 

• It would depend on the circumstances. The proposal only addresses what may be 
disclosed rather than how disclosures may be made. 

• Include a link to Government and/or Acas guidance rather than include in 
employment contracts. 
 

6. As part of this requirement, should the Government set a specific form of words? 

Respondent HEIs were split in their views on whether the Government should set a specific 
form of words. Several HEIs who felt that the Government should not set a form of words 
commented that it was not the Government’s role to determine the employment policy, or 
legal advice, for employers. Further comments on this point are summarised below: 

• A specific form of words will not work in all cases as the confidentiality requirements 
will vary depending on the role in the case of employment contracts or on the 
circumstances in the case of settlement agreements. 

• A generic form of words might be helpful for most cases but would need to come with 
the caveat that there are always exceptions to the rules. Employers could be required 
to publish these exceptions on a comply/explain basis to prevent over reliance on the 
caveat. 
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• Any new legislation, guidance or wording should not have the effect of voiding 
settlement agreements because of a minor and/or inadvertent technical breach. 
 

7. Do you agree that the independent advice a worker receives on a settlement 
agreement should be specifically required to cover any confidentiality provisions? 

The majority of respondent HEIs (83%) agreed that the independent advice a worker 
receives on a settlement agreement should be specifically required to cover any 
confidentiality provisions with 17% disagreeing. Several respondent HEIs commented that 
this is already the case as the legal advice currently provided covers the terms and effect of 
the proposed agreement and its effect on the employee’s ability to pursue a complaint at the 
Employment Tribunal. It is the case that in the experience of the respondent HEIs that 
independent advisors already take care to explain the purpose and effect of all clauses in 
settlement agreements, including confidentiality clauses. Some HEIs suggested including a 
clause specifically in the Schedule or adviser’s certificate to confirm that advice on 
confidentiality provisions has been expressly provided by the adviser. 

8. Do you think a confidentiality clause within a settlement agreement that does not 
meet any new wording requirements should be made void in its entirety? What would 
be the positive and negative consequences of this? 

The majority of respondent HEIs (69%) did not agree that a confidentiality clause within a 
settlement agreement that does not meet any new wording agreements should be made 
void in its entirety. One HEI commented that the clause in place at the time of signing the 
agreement should stand and at least three HEIs commented that such a measure would be 
disproportionate.   

A summary of comments around positive and negative consequences is given below.  

Possible positive consequences 

• Employers would take care to ensure that settlement agreements accurately reflect 
the law. 

• Contractual obligations are known and provided for at the outset. 

• It could act as a deterrent to prevent abuse of confidentiality clauses. 

Negative consequences 

• Such a measure would be unnecessary as settlement agreements are already 
subject to the provision of independent advice from a legal or other accredited 
adviser. 

• To apply a blanket stance that in the event of incorrect wording (either deliberate or 
inadvertent) that the confidentiality provisions are void risks disadvantaging the 
employee as the confidentiality provisions may be of benefit to the employee.  

• It would be disproportionate that a minor variation to the confidentiality clause for 
legitimate reasons would render the clause and potentially the settlement agreement 
null and void. 

• If a confidentiality clause is going to be void in its entirety then it is preferable for the 
Government to prescribe a minimum form of words so that there is some certainty for 
employers. The interpretative burden otherwise for the Employment Tribunal and the 
potential costs for employers and employees could be significant. 

• Employers may be more cautious about entering into settlement agreements if they 
have concerns that an employee may try to argue that a technical wording error will 
render the confidentiality clause null and void. 
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Whilst there are some potential benefits, on balance members were against this suggestion 
as it would be disproportionate.  

9. Do you agree with our proposed enforcement mechanism for confidentiality 
clauses within employment contracts? What would be the positive and negative 
consequences of this? 

There were a range of responses from HEIs with 58% agreeing with the proposed 
enforcement mechanism but 33% either not indicating or neither agreeing or disagreeing 
and the remainder (9%) not agreeing.  One HEI commented that there is a need to ensure 
balance for both the employee and employer and that issues of confidentiality are open to 
abuse by either party. A summary of comments around the positive and negative 
consequences is provided below. 

Positive consequences 

• It would address the misuse of confidentiality clauses, make employers accountable 
as well and give enough weight to the proposed new right. 

• The approach is helpful as it is the way employment rights are enforced but could 
limit an employee’s access to an enforcement mechanism as it requires an additional 
qualifying claim to bring a complaint. 

• Highlighting confidentiality requirements and/or clauses at the start of employment is 
more transparent and upholds the purpose of the employment contract which is to 
set expectations at the outset of the employment relationship. It is helpful that 
confidentiality arrangements would be subject to scrutiny. 

• It will encourage employers to draft clear and/or detailed and enforceable 
confidentiality clauses rather than simply referring to confidential information which 
has a broad interpretation. 

Negative consequences 

• Potentially sets a negative tone and creates mistrust at the start of the employment 
relationship and could create possible conflict. 

• There would need to be an exemption to cover a situation where a confidentiality 
clause is not needed at the start of employment but may be subsequently required 
due to a change in job role. 

• The approach again requires employers and employees to pay for legal support to 
defend or pursue a claim. 

• It is not clear who would assess compliance – if an employee is able to make their 
own assessment as to whether a confidentiality clause is compliant without 
verification from a third party potentially confidential information could be disclosed 
even though the employer has complied with all of the requirements with the potential 
to cause financial or reputational damage. It was suggested that an external party 
such as the Employment Tribunal or civil court be required to determine whether a 
confidentiality clause meets the required standard. 

 
General comments  
A number of respondent HEIs suggested that simplifying the current rules around disclosure 
and developing a step by step guide as to what can and cannot be disclosed under the 
current legislation would be a preferred option to introducing further legislation. 
 
 
UCEA 
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